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Disclosed herein are systems, methods, and non-transitory
computer-readable storage media for erasing user data stored
in a file system. The method includes destroying all key bags
containing encryption keys on a device having a file system
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stored in a remote file system encrypted on a per file and per
class basis. The method includes transmitting obliteration
instructions to a remote device, which cause the remote
device to destroy all key bags containing encryption keys on
the remote device, erase and rebuild at least part of the file
system associated with user data, and create on the remote
device a new default key bag containing encryption keys.
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FIG. 2
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FIG. 4
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FIG. 10
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FIG. 12
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TIG. 13
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FIG. 16

RECEIVING A BACKUP TICKET, A BACKUP SECRET AND A

HOST IDENTIFIER AT A FIRST DEVICE — 1610

\
RECEIVING AT THE FIRST DEVICE ENCRYPTED BACKUP FILES, | 1620
THE BACKUP KEYBAG AND ASSOCIATED METADATA

\

DECRYPTING THE PROTECTION CLASS KEYS IN THE BACKUP
KEYBAG ON THE FIRST DEVICE WITH THE BACKUP TICKET

— 1630

\

DECRYPTING THE FILE ENCRYPTION KEYS ON THE FIRST
DEVICE WITH THE CORRESPONDING DECRYPTED — 1640
PROTECTION CLASS KEYS FROM THE BACKUP KEYBAG

\

RETRIEVING AN ESCROW KEY BAG CONTAINING ORIGINAL | ~ 1¢50
PROTECTION CLASS KEYS ON THE FIRST DEVICE

\

RE-ENCRYPTING THE DECRYPTED FILE ENCRYPTION KEYS WITH
THE ORIGINAL PROTECTION CLASS KEYS ON THE FIRST DEVICE

—~ 1660

\

RESTORING THE ENCRYPTED BACKUP FILES BASED ON THE
ENCRYPTED FILE KEYS ON THE FIRST DEVICE

— 1670




U.S. Patent Jan. 12, 2016 Sheet 12 of 16 US 9,237,016 B2

FIG. 17

RESTORATION

1710
BACKUP TICKET, BACKUP SECRET,/
HOST ID

ENCRYPTED BACKUP FILE,
ENCRYPTED FILE KEY

BACKUP KEY BAG

DEVICE

FIG. 18

SENDING A HOST IDENTIFIER AND A
PAIRING RECORD FROM A FIRST  |~1810
DEVICE TO A SECOND DEVICE

\ ]
RECEIVING FROM THE SECOND

DEVICE A SYNC TICKET ~~ 1820
CONTAINING ENCRYPTION KEYS

STORING THE BACKUP TICKET ON | ~ 1830
THE FIRST DEVICE




U.S. Patent Jan. 12,2016 Sheet 13 of 16

FIG. 19

US 9,237,016 B2

RECEIVING, AT A FIRST DEVICE A
HOST IDENTIFIER AND A PAIRING
RECORD FROM A SECOND DEVICE

1910

 J

CREATING A SYNC TICKET
CONTAINING ENCRYPTION KEYS
BASED ON THE PAIRING RECORD

~ 1920

Y

SENDING THE SYNC TICKET TO THE
SECOND DEVICE

— 1930

2010~

FIG. 20
SYNC TICKET
PUBLIC PRIVATE
KEY KEY

uID UID




U.S. Patent Jan. 12,2016 Sheet 14 of 16

FIG. 21

CREATING A SYNC TICKET 2110

US 9,237,016 B2

PAIRING RECORDS
PAIRING RECORDS

SYNC TICKET

 J

\ -

2120

FIG. 22

SENDING A SYNC TICKET FROM A
FIRST DEVICE TO A SECOND DEVICE

2210

\ ]

SYNCHRONIZING DATA WITH THE
SECOND DEVICE

~ 2220




U.S. Patent Jan. 12, 2016 Sheet 15 of 16 US 9,237,016 B2

FIG. 23

RECEIVING A SYNC TICKET AT A FIRST 9310
DEVICE FROM A SECOND DEVICE [~

\

RETRIEVING AN ESCROW KEYBAG |~ 9399
CONTAINING PROTECTION CLASS KEYS

Y

DECRYPTING PROTECTION CLASS KEYS | . 933
BASED ON SYNC TICKET

Y
SYNCHRONIZING DATA WITH SECOND
DEVICE BASED ON DECRYPTED 2340
PROTECTION CLASS KEYS




U.S. Patent

Jan. 12, 2016 Sheet 16 of 16

FIG. 24

DESTROYING KEY BAGS — 2410
ERASING AND REBUILDING 2420
THE FILESYSTEM
)
CREATING A NEW DEFAULT | .
KEYBAG 2430
FIG. 25
DECRYPTING A KEYBAG WITH A 9510
PASSWORD
)
RETRIEVING DATA FROM AN
ENCRYPTED FILE USING AN [~ 2520

ENCRYPTION KEY FROM THE
DECRYPTED KEYBAG

\

VERIFYING THE PASSWORD BASED
ON COMPARISON OF RETRIEVED

DATA WITH EXPECTED DATA

—~ 2530

US 9,237,016 B2



US 9,237,016 B2

1
SYSTEM AND METHOD FOR WIPING
ENCRYPTED DATA ON A DEVICE HAVING
FILE-LEVEL CONTENT PROTECTION

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of U.S. application Ser.
No. 13/941,373, filed Jul. 12, 2013, entitled “SYSTEM AND
METHOD FOR WIPING ENCRYPTED DATA ON A
DEVICE HAVING FILE-LEVEL CONTENT PROTEC-
TION,” which will issue as 8,756,419 on Jun. 17, 2014, which
is a continuation of U.S. application Ser. No. 12/756,153,
filed Apr. 7, 2010, entitled “SYSTEM AND METHOD FOR
FILE-LEVEL DATA PROTECTION,” now U.S. Pat. No.
8,510,552, issued Aug. 13, 2013, each of which are herein
incorporated by reference in their entirety.

BACKGROUND

1. Technical Field

The present disclosure relates to content protection and
more specifically to local and remote wiping of encrypted
data on a content-protected device.

2. Introduction

As more and more individuals and enterprises rely on
smartphones and other mobile devices storing confidential or
sensitive information, security is an increasing concern.
Because such mobile devices are used as communication
centers, they frequently contain sensitive information such as
contact information, call logs, emails, pictures, and so forth,
of high potential value and/or sensitivity. In certain applica-
tions, protecting this information is desirable. In some appli-
cations, encryption is used to protect sensitive information.

Encryption is the process of transforming a message into
ciphertext that cannot be understood by unintended recipi-
ents. A message is encrypted with an encryption algorithm
and encryption key. Decryption is the process of transforming
ciphertext back to the message in a readable or understand-
able form.

One solution to protect sensitive information on a comput-
ing device having a file system for storing files is to encrypt
the file system with an encryption key stored on the comput-
ing device that protects the entire device storage partition.
However, if a device is lost or stolen, an attacker can run his
own code on the device to obtain the encryption key. Once the
attacker obtains the encryption key, the attacker can decrypt
the entire file system and access encrypted sensitive user
information. For numerous applications of secure and/or sen-
sitive information, this level of protection is inadequate.

Further, encrypted data requires consideration of addi-
tional factors and injects a heightened level of complexity in
erasing data. What is needed in the art is a set of improved
approaches for wiping data from encrypted file systems.

SUMMARY

Additional features and advantages of the disclosure will
be set forth in the description which follows, and in part will
be obvious from the description, or can be learned by practice
of the herein disclosed principles. The features and advan-
tages of the disclosure can be realized and obtained by means
of the instruments and combinations particularly pointed out
in the appended claims. These and other features of the dis-
closure will become more fully apparent from the following
description and appended claims, or can be learned by the
practice of the principles set forth herein.
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Disclosed are systems, methods, and computer-readable
storage media for file-level content protection, specifically
encryption and key management. A system practicing the
method encrypts each file with a unique file encryption key;
encrypts each file encryption key with a class encryption key;
and encrypts each class encryption key with an additional
encryption key.

In one embodiment, the system erases user data stored in a
file system, hereafter called obliteration. A system practicing
the method destroys all key bags containing encryption keys
on a device having file-level content protection, erases and
rebuilds at least part of the file system associated with user
data and creates a new default key bag containing class
encryption keys.

In one aspect, the principles disclosed herein apply to a
mobile device. In another aspect, the principles herein apply
to a stationary device. Other applications and combinations of
the principles disclosed herein also exist, for example pro-
tecting system data based on file-level content protection.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to describe the manner in which the above-recited
and other advantages and features of the disclosure can be
obtained, a more particular description of the principles
briefly described above will be rendered by reference to spe-
cific embodiments thereof which are illustrated in the
appended drawings. Understanding that these drawings
depict only exemplary embodiments of the disclosure and are
not therefore to be considered to be limiting of its scope, the
principles herein are described and explained with additional
specificity and detail through the use of the accompanying
drawings in which:

FIG. 1 illustrates an example system embodiment;

FIG. 2 illustrates an example of asymmetric key cryptog-
raphy;

FIG. 3 illustrates an example of symmetric key cryptogra-
phy;

FIG. 4 illustrates an exemplary file-level content protection
method embodiment;

FIG. 5 illustrates an exemplary credential keychain protec-
tion method embodiment;

FIG. 6 illustrates an exemplary file system encrypted on a
per file basis using class keys;

FIG. 7 illustrates an exemplary set of key bags;

FIG. 8 illustrates a first exemplary backup initiation
method embodiment for a host device;

FIG. 9 illustrates a second exemplary backup initiation
method embodiment for a client device;

FIG. 10 illustrates an exemplary backup initiation system
configuration;

FIG. 11 illustrates an example backup ticket;

FIG. 12 illustrates a first exemplary backup method
embodiment for a client device;

FIG. 13 illustrates a second exemplary backup method
embodiment for a host device;

FIG. 14 illustrates an exemplary backup system configu-
ration;

FIG. 15 illustrates a first exemplary encrypted backup file
restoration method embodiment for a host device;

FIG. 16 illustrates a second exemplary encrypted backup
file restoration method embodiment for a client device;

FIG. 17 illustrates an exemplary encrypted backup file
restoration file system configuration;

FIG. 18 illustrates a first exemplary data synchronization
initialization method embodiment for a host device;
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FIG. 19 illustrates a second exemplary data synchroniza-
tion initialization method embodiment for a client device;

FIG. 20 illustrates an example sync ticket;

FIG. 21 illustrates an exemplary data synchronization ini-
tialization system configuration;

FIG. 22 illustrates a first exemplary data synchronization
method embodiment for a host device;

FIG. 23 illustrates a second exemplary data synchroniza-
tion method embodiment for a client device;

FIG. 24 illustrates an exemplary obliteration method
embodiment; and

FIG. 25 illustrates an exemplary password verification
method embodiment.

DETAILED DESCRIPTION

Various embodiments of the disclosure are discussed in
detail below. While specific implementations are discussed, it
should be understood that this is done for illustration pur-
poses only. A person skilled in the relevant art will recognize
that other components and configurations may be used with-
out parting from the spirit and scope of the disclosure.

The present disclosure addresses the need in the art for
improved encryption approaches. The encryption approaches
herein are based on a per-file and per-class encryption or data
protection scheme. A brief introductory description with ref-
erence to these approaches will be provided, followed by a
discussion of a basic, general-purpose system or computing
device in FIG. 1 which can be employed to practice all or part
of'the concepts described herein. A more detailed description
of the methods and encryption approaches will then follow.

The data protection features disclosed herein can safeguard
user data in the event of a stolen device. Current encryption
schemes encrypt all data stored on a device with a single
symmetric encryption key that is available when the system is
running. Thus, if the device is cracked such that the attacker
can run his own code on the device, the user’s data is acces-
sible to the attacker.

In one aspect, the approaches set forth herein rely on data
encrypted with a secret known only to the user to protect the
user’s data, such as a passcode. As a result, if the user has
enabled data protection but has not entered his passcode since
a device reboot, his data will not be accessible to the system.
However, this approach introduces a number of complica-
tions, mostly surrounding processes that access user data in
the background, even while the device is locked, such as
email and calendar information. Furthermore, this same set of
data is necessary to properly backup, sync and potentially
restore the user’s data.

In one aspect where the system encrypts all new files on a
file system, the data protection feature relies on every file on
the data partition being individually encrypted with a unique
symmetric encryption key. This encryption mechanism can
supplant existing hardware encryption features by taking
advantage of the hardware acceleration in the kernel without
significant performance degradation. The system uses AES in
direct memory access (DMA) so that a memory-to-memory
encryption operation is not needed. However, the principles
disclosed herein can be performed by a general purpose pro-
cessor executing appropriate encryption instructions, a spe-
cial purpose processor designed to perform encryption-based
calculations, or a combination thereof.

The system can generate a random 256-bit AES key (or
other size or type of key) to associate with a file when the file
is created. An AES key is a cryptographic key used to perform
encryption and decryption using the Advanced Encryption
Standard algorithm. All input and output (I/O) operations
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performed on that file use that AES key so that the raw file
data is only written to the file system in encrypted form. This
individual file key accompanies the file as metadata, so that
the file and key can be backed up and restored without having
to access the file contents. The system can tell if a passcode is
in compliance based on the metadata even when the passcode
is not stored directly. This feature can be useful, for example,
when testing passcode compliance with any local and/or
server restrictions on the passcode strength such as an
Exchange server password policy.

In one variation, the system defines a new mount option to
be used for devices that support content encryption. This
mount option instructs the kernel that all new files created on
the partition should not be encrypted by default. This option
can be used for system partitions, as those files do not need to
be encrypted, as well as data partitions for older devices that
do not support data protection.

When restoring backed up data to a device, a restore dae-
mon can look for a new option in the device tree that indicates
the device does not support data protection. In one implemen-
tation, the restore daemon is responsible for laying down the
fstab file on the system partition at /private/etc/fstab. The
fstab file can contain at least two entries. The first entry
instructs the kernel to mount the system partition as a read
only volume. The second entry instructs the kernel to mount
the data partition at /private/var as a writable volume with the
new data protection option. In another implementation,
instead of using a new mount option that must explicitly be set
in the fstab file, a Hierarchical File System (HFS) option is
added in the header. The mounter auto detects that data pro-
tection should be turned on.

When a user enters a password, the system uses the entered
password to derive a key which is used to decrypt the class
keys. Alternatively, the system can derive a key from any user
controlled source, such as a dongle. A dongle is a small piece
of hardware that connects to a device. Each class key is
wrapped with integrity, which allows the system to determine
whether the unwrapping proceeded correctly. If the system
unwraps all keys correctly, the system accepts the password.
In one aspect, the system tries to decrypt all keys to maximize
the time spent decrypting.

These and other variations shall be discussed herein as the
various embodiments are set forth. The disclosure now turns
to FIG. 1.

With reference to FIG. 1, an exemplary system 100
includes a general-purpose computing device 100, including
a processing unit (CPU or processor) 120 and a system bus
110 that couples various system components including the
system memory 130 such as read only memory (ROM) 140
and random access memory (RAM) 150 to the processor 120.
The system 100 can include a cache 122 of high speed
memory connected directly with, in close proximity to, or
integrated as part of the processor 120. The system 100 copies
data from the memory 130 and/or the storage device 160 to
the cache 122 for quick access by the processor 120. In this
way, the cache 122 provides a performance boost that avoids
processor 120 delays while waiting for data. These and other
modules can be configured to control the processor 120 to
perform various actions. Other system memory 130 may be
available for use as well. The memory 130 can include mul-
tiple different types of memory with different performance
characteristics. It can be appreciated that the disclosure may
operate on a computing device 100 with more than one pro-
cessor 120 or on a group or cluster of computing devices
networked together to provide greater processing capability.
The processor 120 can include any general purpose processor
and a hardware module or software module, such as module
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1 162, module 2 164, and module 3 166 stored in storage
device 160, configured to control the processor 120 as well as
a special-purpose processor where software instructions are
incorporated into the actual processor design. The processor
120 may essentially be a completely self-contained comput-
ing system, containing multiple cores or processors, a bus,
memory controller, cache, etc. A multi-core processor may be
symmetric or asymmetric.

The system bus 110 may be any of several types of bus
structures including a memory bus or memory controller, a
peripheral bus, and a local bus using any of a variety of bus
architectures. A basic input/output (BIOS) stored in ROM
140 or the like, may provide the basic routine that helps to
transfer information between elements within the computing
device 100, such as during start-up. The computing device
100 further includes storage devices 160 such as a hard disk
drive, a magnetic disk drive, an optical disk drive, tape drive
or the like. The storage device 160 can include software
modules 162, 164, 166 for controlling the processor 120.
Other hardware or software modules are contemplated. The
storage device 160 is connected to the system bus 110 by a
drive interface. The drives and the associated computer read-
able storage media provide nonvolatile storage of computer
readable instructions, data structures, program modules and
other data for the computing device 100. In one aspect, a
hardware module that performs a particular function includes
the software component stored in a tangible and/or intangible
computer-readable medium in connection with the necessary
hardware components, such as the processor 120, bus 110,
display 170, and so forth, to carry out the function. The basic
components are known to those of skill in the art and appro-
priate variations are contemplated depending on the type of
device, such as whether the device 100 is a small, handheld
computing device, a desktop computer, or a computer server.

Although the exemplary embodiment described herein
employs flash memory storage 160, it should be appreciated
by those skilled in the art that other types of computer read-
able media which can store data that are accessible by a
computer, such as a hard disk drive, magnetic cassettes, flash
memory, digital versatile disks, cartridges, random access
memories (RAMs) 150, read only memory (ROM) 140, a
cable or wireless signal containing a bit stream and the like,
may also be used in the exemplary operating environment.
Tangible computer-readable storage media expressly exclude
media such as energy, carrier signals, electromagnetic waves,
and signals per se.

To enable user interaction with the computing device 100,
an input device 190 represents any number of input mecha-
nisms, such as a microphone for speech, a touch-sensitive
screen for gesture or graphical input, keyboard, mouse,
motion input, speech and so forth. An output device 170 can
also be one or more of a number of output mechanisms known
to those of skill in the art. In some instances, multimodal
systems enable a user to provide multiple types of input to
communicate with the computing device 100. The commu-
nications interface 180 generally governs and manages the
user input and system output. There is no restriction on oper-
ating on any particular hardware arrangement and therefore
the basic features here may easily be substituted for improved
hardware or firmware arrangements as they are developed.

For clarity of explanation, the illustrative system embodi-
ment is presented as including individual functional blocks
including functional blocks labeled as a “processor” or pro-
cessor 120. The functions these blocks represent may be
provided through the use of either shared or dedicated hard-
ware, including, but not limited to, hardware capable of
executing software and hardware, such as a processor 120,
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that is purpose-built to operate as an equivalent to software
executing on a general purpose processor. For example the
functions of one or more processors presented in FIG. 1 may
be provided by a single shared processor or multiple proces-
sors. (Use of the term “processor” should not be construed to
refer exclusively to hardware capable of executing software.)
Tlustrative embodiments may include microprocessor and/or
digital signal processor (DSP) hardware, read-only memory
(ROM) 140 for storing software performing the operations
discussed below, and random access memory (RAM) 150 for
storing results. Very large scale integration (VLSI) hardware
embodiments, as well as custom VLSI circuitry in combina-
tion with a general purpose DSP circuit, may also be pro-
vided.

The logical operations of the various embodiments are
implemented as: 1) a sequence of computer implemented
steps, operations, or procedures running on a programmable
circuit within a general use computer, 2) a sequence of com-
puter implemented steps, operations, or procedures running
on a specific-use programmable circuit; and/or 3) intercon-
nected machine modules or program engines within the pro-
grammable circuits. The system 100 shown in FIG. 1 can
practice all or part of the recited methods, can be a part of the
recited systems, and/or can operate according to instructions
in the recited tangible computer-readable storage media.
Such logical operations can be implemented as modules con-
figured to control the processor 120 to perform particular
functions according to the programming of the module. For
example, FIG. 1 illustrates three modules Mod1 162, Mod2
164 and Mod3 166 which are modules configured to control
the processor 120. These modules may be stored on the stor-
age device 160 and loaded into RAM 150 or memory 130 at
runtime or may be stored as would be known in the art in other
computer-readable memory locations.

Having disclosed an exemplary computing system, the
disclosure now turns to a brief discussion of public-key cryp-
tography. Public-key cryptography is a cryptographic
approach that utilizes asymmetric key algorithms in addition
to or in place of traditional symmetric key algorithms. FIG. 2
illustrates asymmetric key cryptography and FIG. 3 illus-
trates symmetric key cryptography. Asymmetric key algo-
rithms differ from symmetric key algorithms in that different
keys—public key 210 and private key 220—are used for
encryption 230 and decryption 240, respectively. Symmetric
key algorithms use the same key —symmetric key 310 and
symmetric key 320—for encryption and decryption and are
based on the notion of a shared secret key between the sender
and the receiver of a message. Because public-key cryptog-
raphy utilizes different keys for encryption and decryption, no
secure exchange of a secret key between the sender and the
receiver is needed.

In public-key cryptography, a mathematically related key
pair is generated, a private key and a public key. Although the
keys are related, it is impractical to derive one key based on
the other. The private key is kept secret and the public key is
published. A sender encrypts a message with the receiver’s
public key 210, and the receiver of the message decrypts it
with the private key 220. Only the receiver’s private key can
decrypt the encrypted message.

Having disclosed some basic encryption-related concepts
and system components, the disclosure now turns to the
exemplary method embodiment shown in FIG. 4. For the sake
of clarity, the method is discussed in terms of an exemplary
system 100 such as is shown in FIG. 1 configured to practice
the method.

FIG. 4 illustrates an exemplary file-level data protection
method embodiment. The system 100 encrypts each file in a
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file system with a unique file encryption key (410), encrypts
each file encryption key with a class encryption key (420),
and encrypts each class encryption key with an additional
encryption key (430). In one aspect, the class encryption key
corresponds to the assigned protection class of the file. The
protection class can allow for certain file behavior and access
rights.

Once each file is encrypted with its own unique key, the
system 100 can protect each one of those files with a secret
known only to the user. When a file is created and individual
file encryption key is generated, the system 100 can wrap that
key with a class key. The unique file encryption key is meta-
data that the system 100 can store in the filesystem or which
can exist in user space. The kernel can then cache the key
during file access. By always encrypting a file and then wrap-
ping its file key with a class key, the system 100 avoids the
cost of encrypting every file already created when the user
enables data protection. Instead, the system 100 simply
encrypts the set of class keys, which is a bound and relatively
inexpensive computational operation. With data protection
enabled, if the user has not entered his passcode, then the class
keys are not available. If the kernel cannot access the class
keys, it cannot decrypt the individual file keys and the raw file
data is inaccessible to the system. The efficacy of the feature
now depends on how the class keys are managed.

When the device, such as a smartphone or personal com-
puter, is locked, the system explicitly purges keys stored in
memory as well as any data protected file contents stored in
memory which should be inaccessible when the device is
locked. For example, the system 100 can purge keys associ-
ated with protection classes A, B, C, but not class D when the
device enters or is about to enter a locked state. The device can
also purge or otherwise remove access to the contents of files
stored in memory which are associated with classes A, B, C.

For example, protection classes can provide different func-
tionality for different levels of authentication. The scenario
set forth below illustrates one example application of protec-
tion classes. When a device that has data protection enabled
first boots, the user has not yet entered his passcode. Thus
none of the files are accessible because the class keys them-
selves are encrypted. Because the system relies on preference
and configuration files that live on the data partition, the class
keys must be decrypted before the files can be accessed. If
those files cannot be read, then certain mission critical com-
ponents are not able to boot to the point where the user can
enter his passcode. One compromise is to separate the types
of files that are accessible when the device has first booted
from files that should only be accessible when the user has
entered his passcode. The files can be separated into protec-
tion classes. Protection classes can include many aspects of
policy for transformation, such as readability, writeability,
exportability, and so forth. Some classes are associated with
specific user actions, such as generating new keys without
erasing the entire device when a user changes his or her
password, for example.

One example protection class, known as Class A, is a basic
class for data protected files. When the device first boots,
Class A files are not accessible until the user enters his pass-
code. When the device is locked, these files become inacces-
sible. Some applications and/or system services may need to
adapt to Class A because they cannot access their files when
the device is locked, even if the application or system service
is running in the background.

Another example protection class, known as Class B, is a
specialized class for data protected files that require write
access even when the device is locked. When the device first
boots, Class B files are not accessible until the user enters his
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passcode. When the device is locked, these files can only be
written to and not read. One example use for Class B files is
for content downloaded while the device is locked, such as
email messages, text messages, cached updates, a cache mail
database for messages downloaded while the device is
locked, and so forth. When the device is later unlocked, such
files can be read. For example, when the device is later
unlocked, the cache mail database can be reconciled with the
primary mail database.

Another example protection class, known as Class C, is a
specialized class for data protected files that require read/
write access even when the device is locked. For example,
when the device first boots, these files are not accessible until
the user enters his passcode. When the device is locked, these
files are still accessible. Class C files can be used for databases
that need to be accessible while the device is locked. Some
other example uses for Class C include data that can always be
read once the device has been unlocked once after boot, even
if it locks again, such as contacts and a calendar.

Yet another example protection class, known as Class D, is
a default class for data protected files. Class D files are acces-
sible regardless of whether the user has entered his passcode.

While four classes are discussed in detail herein, the num-
ber of protection classes can be more or less, such as 2
protection classes, 10 protection classes, or more and can
include protection classes granting different access rights and
performing different sets of functionality than what is dis-
cussed herein. Several additional exemplary protection
classes follow. For example, one protection class can be a
specialized class for files that are tied to a single device using
the UID or keys derived from the UID and cannot be migrated
to a second device. A second exemplary protection class can
be a specialized class associated with a specific application. A
third exemplary protection class can generate new keys when-
ever an escape from previous escrow is needed without the
need to erase the whole device, for example a password
change. The system 100 can change a passcode for every
generation of a system key back, especially when blastable
storage contains a key that wraps system key bags, such that
former weak key bags (the original that has an empty pass-
code) become inaccessible on a passcode change.

In one aspect, when the system 100 changes states, such as
going from locked to unlocked or vice versa, the system 100
erases certain class keys from memory. For example, if the
device has been locked, it can erase the Class A key from
memory and treat Class B as read only.

As operating systems are upgraded to use updated sets of
classes having new keys and/or entirely new classes, the
system 100 can store a new Class A key, for example. In this
example, the system 100 uses the new Class A key for newly
created files, while the system retains the older Class A key
for dealing with older files. This can provide a protection class
aware migration path for updating class keys in the event that
they are cracked or more efficient algorithms or hardware are
developed.

With respect to keychain backup items, the system can
consider two dimensions. The first consideration is classes
Ak, Ck, Dk and the second consideration is whether or not the
keychain item is protected with the device UID, and thus can
not be transferred to other devices. Ifthe keychain is protected
with the device UID, it can only be restored to the same device
it was backed up from. Those classes are known as Aku, Cku,
Dku. The additional “u” state is used for backup protection to
indicate if it can be transferred to a different device. For
example, if “u”, than it can not be restored to a different
device. Theclass (A, C, D)is used at runtime on the device the
same, regardless of the “u” state. If the system includes addi-
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tional classes, the second dimension (whether or not it is also
wrapped with the UID and can or cannot be restored to a
different device) would also apply to the additional key
classes.

In one embodiment, the system 100 encrypts a credential
keychain. FIG. 5 illustrates a system performing credential
keychain data protection. A credential keychain is a file, set of
files or database that contains credentials. A credential can
include a password, username, or encryption key, for
example. The system 100 encrypts at least a subset of creden-
tials with a unique credential encryption key (510), encrypts
each unique credential encryption key with a class encryption
key (520), and encrypts each class credential encryption key
with an additional encryption key (530). The class encryption
key corresponds to the assigned protection class of the file,
wherein the protection class allows certain file behavior and
access rights. Credential protection classes can be based on
all or part of the protection classes set forth above.

FIG. 6 illustrates an exemplary file system using file-level
data protection which encrypts on a per file and per class
basis. It can also illustrate an exemplary credential keychain
using data protection. The system assigns each respective file
or credential to one of a set of protection classes 610, and
assigns each protection class a class encryption key. In one
aspect, each class encryption key is unique. The system
encrypts each file encryption key with the corresponding
class encryption key 620. For example, File 1 and File 5 are
part of protection Class A, but have unique encryption keys.
File 1 is encrypted with Key 1, while File 5 is encrypted with
key 5. Both key 1 and 5 are encrypted with key A. The
protection classes allow certain file behavior and access
rights. This tiered approach to file or credential access
through protection classes allows the system to protect files
differently depending on the desired level of security.

The system 100 encrypts the class encryption keys based
on a combination of one or more of a user passcode, a public
encryption key and a unique device specific code depending
on the type of key bag in which the keys are stored. Key bags
are a set of keys accessible to the system, such as an operating
system kernel. In one variation, each key bag encrypts indi-
vidual class keys in a unique way based, for example, on a
unique combination of the user passcode, the public encryp-
tion key, and the unique device specific code. One key bag
encrypts class keys based on the user passcode and the unique
device specific code, another key bag encrypts class keys
based just on the unique device specific code, and yet another
key bag encrypts class keys based on all three, for example.
The system 100 stores class encryption keys in key bags, such
as a default key bag, a protected key bag, an escrow key bag,
and a backup key bag.

In one embodiment, the key bags are accessible in user
space, but their contents can only be accessed in kernel space
by a special kernel extension. A daemon in user space can
provide the kernel with the proper key bag and the informa-
tion necessary to access its contents. Further, backup and sync
components on the host generally need to coordinate with the
device in order to make data accessible while the device is
locked. This coordination can be handled by a lockdown
service agent that proxies their requests to a management
daemon, which in turn coordinates with the kernel extension.

The system 100 uses the different key bags for different
purposes. For example, the backup key bag and/or the escrow
key bag can be used in backing up a device or synchronizing
devices. A default key bag can protect the device in its initial
state before a user enables data protection such as by creating
apasscode. In one aspect, the backup key bag is never kept on
the device. The backup key bag is part of the backup, and is
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used to encrypt the files in the actual backup, not any files on
the device. When restoring to a device, the backup key bag is
sent over, so the restored files from the backup can be
decrypted.

In another variation, the escrow key bag is kept on the
device, but it can’t be used by the device without a secret that
is only kept on the backup host. The escrow key bag is used to
access files/keychain items on the device so they can be
backed up, even if the device is locked where they normally
could not be accessed. The backup host can be a computer,
another mobile device, a server or collection of servers, a web
service, or just a drive. Such a drive, for example, can require
some credential from the device to gain access, but once the
device can access it, the backup is just stored on the drive
which is not an active agent.

Regardless of the type of backup device type, the backed up
files do not have to be encrypted with the same file keys as the
ones on the device. In one embodiment, the backup device
transfers the files as is (with the same encryption), and
encrypts the file keys themselves with the backup key bag’s
class keys. In another embodiment, the files are actually tran-
scrypted (converted from one encryption scheme or key to
another encryption scheme or key) using a file key that is
different and distinct from the file key used on the device.

More feedback on backup (related to my last note)—sorry
Tam sending multiple notes, I'm not reading with whole thing
at once, and wanted to get you the feedback as soon as I read
each section.

FIG. 7 illustrates an exemplary set of key bags on a device
with file-level data protection. The default key bag 710 con-
tains all class encryption keys encrypted by the unique device
specific code. The unique device specific code is the only key
available to the hardware, while keys derived from the unique
device specific code are available in memory. The system 100
utilizes the default key bag on a device that does not have data
protection enabled. In one variation, the default state of the
device is to operate with data protection disabled; the user
must enable data protection. In one aspect, the user automati-
cally enables data protection by creating a passcode. The
system 100 uses the passcode to protect the class encryption
keys in the protected key bag. When a user changes his pass-
word, the key that protects system key bags is changed. key
bags protected by the former password become inaccessible
on a passcode change.

The protected key bag 720 contains all class encryption
keys encrypted by the user key and the unique device specific
code. The user key can be the same as the user passcode or can
be derived from the user passcode. The user key is an encryp-
tion key based on the user passcode. When the user enables
data protection, such as by creating a passcode, the system
100 converts the user’s passcode into a derived secret that can
be used to protect the protection class keys. A new key bag,
the protected key bag, is generated that contains the protec-
tion class keys encrypted by the user key and the unique
device specific code.

In one aspect, when a user locks his device or the device
automatically places itself in a locked state, the system 100
can grant certain applications a grace period to finalize their
data and write it to mass storage before enforcing the class
encryption keys for a locked state. For example, if a user is
composing an email on a mobile device and leaves mid-
composition, the mobile device can automatically lock after a
timeout duration. After the mobile device is locked, the sys-
tem can grant the email application a grace period and/or
notify the email application of the grace period duration so
that the email application can save the half composed email as
a draft despite the mobile device’s locked state, for example.
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A third key bag 730, the escrow key bag, contains all class
encryption keys encrypted by the unique device specific code
and a public key 210 relating to an asymmetric key pair. The
system 100 utilizes the escrow key bag 730 during synchro-
nization and/or backup operations. Lastly, the backup key bag
740 contains all class encryption keys encrypted by the public
key. The system uses the backup key bag 740 during a backup
event. It is important to note that the backup key bag 740
contains different class encryption keys than the default, pro-
tected and escrow key bags 710, 720, 730. In one variation,
the backup and escrow key bags 730, 740 are protected by the
public key generated by the device, not the user passcode.
Because it may be impractical for a user to enter a passcode
each time the system 100 performs a backup or synchroniza-
tion, the system 100 can protect the protection class keys with
a key that does not relate to the user passcode. The backup
host can store the backup key bag.

Because the default key bag is not protected by a user
passcode, the device is vulnerable to attack. For example, if
an attacker steals the device and executes malicious computer
code on it, he can access the device specific code and decrypt
all class keys. Sensitive user data is no longer protected once
an attacker decrypts the class keys because the attacker can
decrypt all file encryption keys. The attacker can then decrypt
files with the file encryption keys, accessing sensitive user
information. As stated above, one initial state of the device is
to protect class keys using the default key bag. When file-level
data protection for the device is enabled, the system 100 uses
the public encryption key to protect the protected, escrow and
backup key bags.

In one aspect, each class key is randomly generated. In
another aspect, class keys in the default key bag are wrapped
with the device’s unique device identifier (known as a UID or
UDID), which is a unique code associated with the hardware
of'the device. The UID is only accessible when the device is
running in a secure environment and cannot be used by any
other device. It should be noted that if the device is cracked
such that the attacker can control the kernel, he can decrypt
items protected with the UID. This is why one aspect of this
disclosure is to also protect key bags with a secret known only
to the user.

Having discussed different protections for class encryption
keys, the disclosure now turns to the issue of backing up data
from a device having file-level data protection. FIG. 8 illus-
trates an exemplary backup initiation method from a first
device to a second device having file-level data protection
from the perspective of the host device that backs up data
from a client device. Before a backup can occur, the first and
second devices must initially establish a relationship. As part
of'the initial establishment of the relationship, the first device
sends a backup secret to a second device (810), receives a
backup ticket containing encryption keys from the second
device (820) and stores the backup ticket on the first device
for later use in a backup event (830). In one aspect, the first
and second devices are different, such as a mobile device and
a desktop computer. The devices can also be, for example, a
laptop backing up to a network-based backup service. The
first and second devices can be any pair of computing devices,
at least one of which has a file system that is at least partially
encrypted using file-level data protection. In one implemen-
tation, the backup secret and backup ticket are stored sepa-
rately. For example, the secret is chosen and stored on the
client device and the backup ticket is stored on the host
device.

FIG. 9 illustrates a second exemplary backup initiation
method embodiment from the perspective ofa client device to
be backed up by a host device and FIG. 10 illustrates an
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exemplary backup initiation system configuration. The first
device receives a backup secret 1010 from a second device
(910), creates a backup ticket 1020 containing encryption
keys (920) and sends the backup ticket 1020 from the first
device to the second device (930) for later use in a backup
event. In one aspect, the device places itself in a lockdown
state or the host instructs the device to place itself in a lock-
down state. A lockdown state can include suspending file
operations, wireless transfers, file system reads and/or writes,
user input, and so forth. Such a lockdown state allows the data
on the device to be backed up correctly and without interfer-
ence or data corruption. Multiple lockdown states can exist
which can apply to different hardware or software compo-
nents and can apply different levels of lockdown. For
instance, one level of lockdown can allow read access to
stored data but disallow write access for the duration of the
backup process. In one lockdown state, user data is locked
down but not operating system files. Other variations exist
and can be tailored to specific use cases or backup strategies.

FIG. 11 illustrates an example backup ticket 1110. In one
variation, the backup ticket 1110 includes a first backup secret
encrypting the public key, and a second backup secret
encrypting the corresponding private key. The first device
creates the backup ticket by encrypting an asymmetric
encryption key pair containing a public key and a private key
with the backup secret provided by the second device. The
system 100 must decrypt the public key and the private key
with the backup secret before using them in a backup event.

FIG. 12 illustrates a first exemplary backup method
embodiment from the perspective of a client device having
file-level data protection. The first device receives a backup
ticket containing encryption keys encrypted with a backup
secret, and the backup secret from a second device (1210),
and retrieves an escrow key bag on the first device (1220). The
escrow key bag contains protection class keys for the protec-
tion classes encrypted with the public key and the unique
device specific code. In one aspect, part of the escrow key bag
is stored on the first device and part is stored on the second
device. The second device can then combine the locally
stored portion of the escrow key bag with the retrieved portion
of'the escrow key bag received from the first device to recon-
stitute the escrow key bag. The first device decrypts the pro-
tection class keys with the backup ticket (1230) and generates
a backup key bag containing new protection class keys
(1240). The system generates a backup key bag containing
new protection class keys because the system sends the
backup key bag to a backup device.

For security reasons, the original protection class keys
never leave the device. Instead, this approach rewraps the
individual files with a new set of class keys. When the host
sends the backup ticket to the device in order to access the
original device class keys in the escrow key bag, the system
can establish a new set of backup class keys. For enterprise
users or other uses, the system can provide an option to
disallow the new set of class keys from being backed up. This
can allow users to support a zero knowledge backup of the
device to a host.

Once the system generates the backup key bag, the first
device either automatically selects or selects based on user
input a set of encrypted files to back up (1250). The system
100 decrypts the file encryption keys corresponding to the
selected set of encrypted files. The system decrypts the file
encryption keys with the corresponding decrypted protection
class keys (1260) from the escrow key bag. The system 100
re-encrypts the file encryption keys corresponding to the
selected set of encrypted files with the new protection class
keys (1270). In one aspect, the system directly accesses
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encrypted data from the filesystem instead of decrypting and
re-encrypting the file encryption keys.

Once the system 100 re-encrypts the file encryption keys,
they are ready for transfer to the backup device. The first
device transfers to the second device the selected set of
encrypted files, the backup key bag and metadata associated
with the selected set of encrypted files (1280), including the
file encryption keys. It is important to note that the system
stores the backup files along with the backup key bag, backup
ticket and backup secret on the backup device. Since the
backup secret decrypts the backup ticket, and the backup
ticket decrypts the backup key bag, the class protection keys
are accessible. If the class protection keys are accessible, then
the backup filekeys are accessible, and the backup files can be
decrypted. Since the backup class protection keys differ from
the class protection keys stored in the default, protected and
escrow key bags on a device, an attacker that accesses backup
keys can only decrypt backup files on the second device; he
cannot access files on the first device. This approach can limit
the potential avenues an attacker can take to compromise
sensitive user data on a device.

FIG. 13 illustrates a second exemplary backup method
embodiment from the perspective of a host device that backs
up encrypted data from a client device and FIG. 14 illustrates
an exemplary backup system configuration. FIGS. 13 and 14
are discussed together below. The second device sends a
backup ticket containing encryption keys encrypted with a
backup secret, the backup secret 1410 and a host identifier to
the first device (1310) and receives the selected set of
encrypted files, the backup key bag and metadata 1420 asso-
ciated with the selected set of encrypted files from the first
device (1320), including the file encryption keys.

Having disclosed backup initiation and the backup process
on a system with file-level data protection, the disclosure now
turns to restoring encrypted backup files to a device with
file-level data protection. In one aspect, encrypted backup
files can be restored to a device not capable or not configured
to encrypt on a per-file and per-class basis. In this case, the
restored backup files can retain their respective unique file
keys and class keys which can be activated when the files are
restored to a device capable of such encryption.

In one backup variation, the host connects on the device to
establish a backup relationship. The host generates a backup
secret. If the user has chosen to protect his backups with a
password, the secret can be derived from this password. I[fnot,
the secret can be generated at random and stored on the host.
The host sends this backup secret to the device. The device
creates a host identity if one does not already exist, and
provides it with the backup secret as well. The host constructs
the backup ticket based on a host identity and/or the backup
secret and transmits it to the device. Unlike a sync ticket, the
two elements of the host identity are not encrypted with the
device UID, but instead are encrypted with the backup secret.
As aresult, if the user has chosen to protect his backups with
a password, any backup content associated with that backup
ticket is essentially tied to the user’s password. The host can
store a key that can access files backed up from the device.
This means that an attacker could access data from a device if
he has stolen or compromised the host. In some systems,
availability of secure storage mitigates this risk, but other
systems, such as Microsoft Windows®, options for such
secure storage are limited.

FIG. 15 illustrates a first exemplary encrypted backup file
restoration method embodiment from the point of view of a
host device. The system 100 sends a backup ticket, a backup
secret, and a host identifier to a first device having a file
system encrypted on a per file and on a per class basis (1510)
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and sends to the first device encrypted backup files, the
backup key bag, and associated metadata including encrypted
file keys (1520). Since the protection class keys protecting the
encrypted file keys in the backup key bag differ from those in
the default, protected and escrow key bags, the first device
must re-encrypt the file keys with the original class keys
stored on the device. The first device decrypts the protection
class keys in the backup key bag with the backup ticket (1530)
and decrypts the file encryption keys with the corresponding
decrypted protection class keys from the backup key bag
(1540). Once the system decrypts the backup protection class
keys and the file encryption keys, the first device retrieves an
escrow key bag containing original protection class keys
(1550), re-encrypts the decrypted file encryption keys with
the original protection class keys (1560) and restores the
encrypted backup files on the first device (1570).

FIG. 16 illustrates a second exemplary encrypted backup
file restoration method embodiment for a client device and
FIG. 17 an exemplary encrypted backup file restoration file
system configuration. FIGS. 16 and 17 are discussed together
below. The system 100 receives a backup ticket, a backup
secret, and a host identifier at a first device (1610). The system
also receives encrypted backup files, the backup key bag and
associated metadata 1710 including encrypted file keys
(1620) at the first device. The system decrypts the protection
class keys in the backup key bag with the backup ticket (1630)
and decrypts the file encryption keys with the corresponding
decrypted protection class keys from the backup key bag
(1640) on the first device. Once the device decrypts the pro-
tection class keys and the file encryption keys, the first device
retrieves an escrow key bag containing original protection
class keys (1650), re-encrypts the decrypted file encryption
keys with the original protection class keys (1660), and
restores the encrypted backup files based on the re-encrypted
file keys on the first device (1670).

The disclosure now turns to a discussion of restoring a
backup. The system 100 can restore a backup to the same
device that was the original source for the backup data or to
another device. In either case, the backup is based on the
backup key bag. One example of this scenario is backing up a
mobile phone to a desktop computer and restoring the backed
up data to the mobile phone, such as after a system erase and
reinstall. When the host wants to restore a backup to the
device, it needs to do two things. First, the host unlocks the
device class keys, and also provides the device with the
backup class keys so that restored files can be re-wrapped
with the device class keys. The host can provide the backup
ticket and backup secret to unlock the escrow key bag as
before. When the backup agent on the device restores a file
from the host, it will need to rewrap the file encryption key
with the original device class key. It receives the file’s meta-
data from the host which includes the wrapped file key. The
system unwraps the wrapped key and decrypts the file key
using the appropriate backup class key, and then encrypts it
with the appropriate device class key.

The backup agent then sets the metadata of the file with the
rewrapped file key. If the backup agent is restoring files from
multiple backup repositories, such as files that were backed
up during an incremental backup, the host is responsible for
sending the appropriate backup key bag to the device. In one
aspect, the system can only load one backup key bag ata time.
This requires a certain level of coordination between the
backup component on the host and the agent on the device so
that the rewrapping operation does not fail or result in a
corrupted file key.

The disclosure now turns to a discussion of restoring a
backup to a different device with the backup key bag. One
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example of this scenario is backing up a mobile device to a
desktop computer and restoring the backed up data to a
replacement device after the mobile device is lost, stolen, or
destroyed. Restoring to a different device follows the exact
same mechanism as restoring to the original device with one
important distinction: files that are associated with a protec-
tion class based on a device-specific identifier or UID. Files
associated with a UID are protected with the UID of the new
device. One example of this is when a device enrolls with a
Virtual Private Network (VPN) server, the device is granted
credentials that were only intended for that device, and should
not be allowed to be migrate to another device, even in the
event the original device was lost.

Having discussed the process of backing up a device with
file-level data protection, the disclosure now turns to the issue
of synchronizing devices with file-level data protection.

FIG. 18 illustrates a first exemplary data synchronization
initialization method embodiment for a host device. A first
device sends a host identifier and a pairing record to a second
device having file-level data protection (1810). A pairing
record can include a unique identifier for the host which is
known as the Host ID. The first device then receives from the
second device a sync ticket containing encryption keys
(1820) and stores the sync ticket on the first device (1830).
The sync ticket contains encryption keys that protect the
protection class keys. FIG. 19 illustrates a second exemplary
data synchronization initialization method embodiment for a
client device which is complementary to the exemplary
method illustrated in FIG. 18. The system 100 receives at a
first device a host identifier and a paring record from a second
device (1910). The system 100 creates a sync ticket contain-
ing encryption keys based on the pairing record (1920). The
system 100 then sends the sync ticket to the second device.

FIG. 20 illustrates an example sync ticket. The sync ticket
2010 encrypts a public key and a corresponding private key
with the UID or device-specific code. The device to be synced
creates the sync ticket by encrypting an asymmetric encryp-
tionkey pair containing a public key and a private key with the
host identifier and pairing record provided by the second
device. The system 100 must decrypt the public key and the
private key in the sync ticket before it can use them in a
synchronization event.

FIG. 21 illustrates a system initiating data synchronization.
A first device having a file system encrypted on a per file and
on a per class basis receives 2110 a host identifier and a
pairing record from a second device (1910), creates a sync
ticket 2010 containing encryption keys (1920) and sends
2120 the sync ticket to the second device (1930).

FIG. 22 a first exemplary data synchronization method
embodiment for a host device. A first device sends a stored
sync ticket to the second device having file-level data protec-
tion (2210) and synchronizes data with the second device
based on at least one of the stored sync ticket and the
decrypted protection class keys (2220). FIG. 23 illustrates a
second exemplary data synchronization method embodiment
from the perspective of a client device. A first device having
file-level data protection receives a sync ticket containing
encryption keys from a second device (2310) and retrieves an
escrow key bag containing protection class keys (2320). An
escrow key bag can be used to unlock a device during sync
without the need for a user to enter a passcode. The separate
secret is stored on host and device. This approach differs from
the approach used with a system key bag, in that the escrow
key bag is protected by moving the secret off device. Escrow
bags can be stored on a mobile device management server, for
example, and used to reset the device from the mobile device
management server.
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The first device decrypts protection class keys based on the
sync ticket (2330). The system decrypts the sync ticket with
the unique device specific code stored on the device and
decrypts the protection class keys stored in the escrow key
bag with the private key stored on the sync ticket. Once the
system decrypts the protection class keys, the system can
decrypt the file keys, and decrypt the files using the decrypted
file keys. Once the system decrypts the files, the system can
synchronize data with the second device (2340). This process
allows for new keys created between sync events to be
escrowed by storing the public key of the sync ticket on the
device. Additionally, the synced device may revoke access by
removing escrowed keys from the device.

Having discussed synchronizing data between devices
having file-level data protection, the disclosure now turns to
the issue of obliteration. Obliteration is used to destroy or
remove access to data on a device. In one aspect, obliteration
can include actually erasing data stored on a device. In
another aspect, obliteration does not actually erase data stored
on a device, but removes the means for decrypting encrypted
data, thereby effectively erasing data stored on the device by
removing access to the data in its usable clear form. In one
implementation, a NAND flash layer includes an effaceable
storage component which is utilized to guarantee a key is
deleted from the system during obliteration or a password
change. NAND flash is a type of non-volatile computer stor-
age.

FIG. 24 illustrates one exemplary method embodiment
outlining the process of obliteration. During the obliteration
process a device with file-level data protection destroys all
key bags stored on the device (2410), such as keys or key bags
stored in memory and key bags stored on mass storage such as
a hard disk drive or solid-state drive. The system 100 erases
and rebuilds the file system (2420) and creates a new default
key bag (2430). The device 100 can then reboot to complete
the obliteration process. In one aspect, the system 100 can
perform obliteration of another device or cause the device to
perform obliteration on itself, based on user input for
example. In another aspect, the system 100 is a server that
instructs, via a set of wireless signals such as cellular tele-
phone signals or wifi signals, a remote device to perform
obliteration on itself. A device can send a confirmation to the
server that verifies that the obliteration instructions were suc-
cessfully executed on the remote device. The device can send
to the server incremental confirmations of each step in the
obliteration process. One such scenario for this approach is
erasing a lost or stolen device containing confidential or sen-
sitive information when the device is still reachable via a
wireless network.

When the system creates a new defaultkey bag, it generates
a new set of protection class keys and stores them in the
default key bag. After the system obliterates the device, the
device does not contain sensitive user information or does not
have any way of accessing, understanding, or decrypting
sensitive user information. Obliteration can be useful when a
device is refurbished for use by a different user.

In the variations discussed above, the device and host,
whether backup host or synchronization host, store different
key bags. In one suitable configuration, the various key bags
are stored as follows: the device stores the backup key bag
secret and the escrow key bag secret. The host stores the
backup key bag and the escrow key bag. The host can option-
ally store the backup key bag secret.

Having discussed synchronizing data between devices
having file-level data protection, the disclosure now turns to
the issue of passcode verification. Typically, a device stores a
user passcode or some derivation of a user passcode, for
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example a hash. A hash is a mathematical function that
accepts a value as input and outputs a hash value. Often, the
hash value is used as an array index. In the case when a device
stores a passcode, the device compares an entered passcode
with the stored passcode on the device. If the passcodes
match, a user is granted access. In the case when a device
stores a passcode hash, the device compares a hash of the
entered passcode with the hash stored on the device. If the
hash values match, the user is granted access. A device with
file-level data protection does not store the passcode or any
derivation of the passcode on the device. For password veri-
fication, the device checks an entered passcode by attempting
to decrypt data encrypted with the passcode.

FIG. 25 illustrates an exemplary method for password veri-
fication on a device having file-level data protection of at least
a portion of its file system. A system 100 practicing the
method decrypts, based on a password, the class keys stored
in the protected key bag with the passcode (2510). The system
100 retrieves data from one or more encrypted files using an
encryption key from the decrypted key bag (2520). If the files
decrypt correctly or match the decrypted data matches
expected data, the entered passcode is valid (2530). If the files
do not decrypt correctly, the entered passcode is considered
invalid and access is denied. In one aspect, the system 100 can
“preheat” the profiled process that checks if a passcode is
required to unlock the device (and to act as the go between for
the UI to validate the passcode) when waking up the device,
to avoid delays for the user. Preheating can include one or
more of loading the profiled process into memory first when
waking up the device, keeping the profiled process stored in
memory even when in a locked or sleeping state, and/or other
optimization approaches.

In one modification, the system performs garbage collec-
tion on keys to be deprecated. The system can perform the
garbage collection by comparing a list of referenced counted
class keys with a list of class keys used in the file system, and
removing keys which are not referenced or otherwise used.
The system can also gradually or incrementally transform
wrapping keys when new keys are generated to protect new
content.

The principles described herein can be applied in conjunc-
tion with other compatible encryption approaches.

Embodiments within the scope of the present disclosure
may also include tangible and/or non-transitory computer-
readable storage media for carrying or having computer-ex-
ecutable instructions or data structures stored thereon. Such
computer-readable storage media can be any available media
that can be accessed by a general purpose or special purpose
computer, including the functional design of any special pur-
pose processor as discussed above. By way of example, and
not limitation, such computer-readable media can include
RAM, ROM, EEPROM, CD-ROM or other optical disk stor-
age, magnetic disk storage or other magnetic storage devices,
or any other medium which can be used to carry or store
desired program code means in the form of computer-execut-
able instructions, data structures, or processor chip design.
When information is transferred or provided over a network
or another communications connection (either hardwired,
wireless, or combination thereof) to a computer, the computer
properly views the connection as a computer-readable
medium. Thus, any such connection is properly termed a
computer-readable medium. Combinations of the above
should also be included within the scope of the computer-
readable media.

Computer-executable instructions include, for example,
instructions and data which cause a general purpose com-
puter, special purpose computer, or special purpose process-
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ing device to perform a certain function or group of functions.
Computer-executable instructions also include program
modules that are executed by computers in stand-alone or
network environments. Generally, program modules include
routines, programs, components, data structures, objects, and
the functions inherent in the design of special-purpose pro-
cessors, etc. that perform particular tasks or implement par-
ticular abstract data types. Computer-executable instructions,
associated data structures, and program modules represent
examples of the program code means for executing steps of
the methods disclosed herein. The particular sequence of such
executable instructions or associated data structures repre-
sents examples of corresponding acts for implementing the
functions described in such steps.

Those of skill in the art will appreciate that other embodi-
ments of the disclosure may be practiced in network comput-
ing environments with many types of computer system con-
figurations, including personal computers, hand-held
devices, multi-processor systems, microprocessor-based or
programmable consumer electronics, network PCs, mini-
computers, mainframe computers, and the like. Embodi-
ments may also be practiced in distributed computing envi-
ronments where tasks are performed by local and remote
processing devices that are linked (either by hardwired links,
wireless links, or by a combination thereof) through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remote memory storage devices.

The various embodiments described above are provided by
way of illustration only and should not be construed to limit
the scope of the disclosure. The principles herein primarily
discuss mobile devices, but can be equally applied to any
computing device. For example, a portable mass storage
device can apply any or all of these approaches via its con-
troller board when it interfaces with a laptop or desktop
computer. Those skilled in the art will readily recognize vari-
ous modifications and changes that may be made to the prin-
ciples described herein without following the example
embodiments and applications illustrated and described
herein, and without departing from the spirit and scope of the
disclosure.

We claim:
1. A method for protecting user data stored on a mobile
computing device, the method comprising:
receiving, by the mobile computing device and from an
entity that is authorized to interface with the mobile
computing device, instructions to protect the user data;
in response to receiving the instructions:
erasing, by the mobile computing device, all key sets
that contain encryption keys that are associated with
the user data; and
when all key sets have been erased:
creating, by the mobile computing device, a new default
key set that includes class encryption keys, and
causing, by the mobile computing device, the mobile
computing device to reboot.
2. The method of claim 1, further comprising:
transmitting, by the mobile computing device and to the
entity, a confirmation that indicates all key sets have
been erased at the mobile computing device.
3. The method of claim 1, further comprising:
erasing, by the mobile computing device, at least a portion
of the user data from the mobile computing device.
4. The method of claim 3, further comprising, upon erasing
the at least a portion of the user data from the mobile com-
puting device:
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indicating, by the mobile computing device and to the
entity, that the at least a portion of the user data has been
erased from the mobile computing device.

5. The method of claim 1, wherein:

the user data comprises a plurality of files that are managed

by a file system that is implemented on the mobile com-
puting device,

each file of the plurality of files is encrypted in accordance

with encryption keys included in the key sets,

each encryption key included in the key sets is encrypted

with a class encryption included in a plurality of class
encryption keys,

each class encryption key of the plurality of class encryp-

tion keys corresponds to a file protection class, and
each file protection class corresponds to a particular file
behavior and file access rights.

6. The method of claim 5, wherein each class encryption
key of the plurality of class encryption keys is encrypted
based on a user key and a unique code that is specific to the
mobile computing device.

7. The method of claim 6, wherein the user key is based on
a passcode that provides access to the mobile computing
device.

8. The method of claim 6, wherein the plurality of class
encryption keys is included in an escrow key set, and each
class encryption key of the plurality of class encryption keys
is encrypted based on the unique code and a public key of an
asymmetric key pair.

9. A non-transitory computer-readable storage medium
configured to store instructions that, when executed by a
processor included in a mobile computing device, cause the
mobile computing device to protect user data stored on the
mobile computing device, by carrying out steps that include:

receiving, by the mobile computing device and from an

entity that is authorized to interface with the mobile
computing device, instructions to protect the user data;
in response to receiving the instructions:
erasing, by the mobile computing device, all key sets
that contain encryption keys that are associated with
the user data; and

when all key sets have been erased:

creating, by the mobile computing device, a new default
key set that includes class encryption keys, and

causing, by the mobile computing device, the mobile
computing device to reboot.

10. The non-transitory computer-readable storage medium
of claim 9, wherein the steps further include:

transmitting, by the mobile computing device and to the

entity, a confirmation that indicates all key sets have
been erased at the mobile computing device.

11. The non-transitory computer-readable storage medium
of claim 9, wherein the steps further include:

erasing, by the mobile computing device, at least a portion

of the user data from the mobile computing device.

12. The non-transitory computer-readable storage medium
of claim 11, wherein the steps further include:

upon erasing the at least a portion of the user data from the

mobile computing device:

indicating, by the mobile computing device and to the
entity, that the at least a portion of the user data has
been erased from the mobile computing device.

13. The non-transitory computer-readable storage medium
of claim 9, wherein:

the user data comprises a plurality of files that are managed

by a file system that is implemented on the mobile com-
puting device,
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each file of the plurality of files is encrypted in accordance

with encryption keys included in the key sets,

each encryption key included in the key sets is encrypted

with a class encryption included in a plurality of class
encryption keys,

each class encryption key of the plurality of class encryp-

tion keys corresponds to a file protection class, and
each file protection class corresponds to a particular file
behavior and file access rights.

14. The non-transitory computer-readable storage medium
of'claim 13, wherein each class encryption key of the plurality
of class encryption keys is encrypted based on a user key and
aunique code that is specific to the mobile computing device.

15. The non-transitory computer-readable storage medium
of claim 14, wherein the user key is based on a passcode that
provides access to the mobile computing device.

16. The non-transitory computer-readable storage medium
of claim 14, wherein the plurality of class encryption keys is
included in an escrow key set, and each class encryption key
of'the plurality of class encryption keys is encrypted based on
the unique code and a public key of an asymmetric key pair.

17. A mobile computing device configured to protect user
data stored on the mobile computing device, the mobile com-
puting device comprising:

a processor; and

a memory configured to store instructions that, when

executed by the processor, cause the processor to carry
out steps that include:
receiving, by the mobile computing device and from an
entity that is authorized to interface with the mobile
computing device, instructions to protect the user
data;
in response to receiving the instructions:
erasing, by the mobile computing device, all key sets
that contain encryption keys that are associated
with the user data; and
when all key sets have been erased:
creating, by the mobile computing device, a new
default key set that includes class encryption keys,
and
causing, by the mobile computing device, the mobile
computing device to reboot.

18. The mobile computing device of claim 17, wherein the
steps further include:

erasing, by the mobile computing device, at least a portion

of the user data from the mobile computing device.

19. The mobile computing device of claim 17, wherein:

the user data comprises a plurality of files that are managed

by a file system that is implemented on the mobile com-
puting device,

each file of the plurality of files is encrypted in accordance

with encryption keys included in the key sets,

each encryption key included in the key sets is encrypted

with a class encryption included in a plurality of class
encryption keys,

each class encryption key of the plurality of class encryp-

tion keys corresponds to a file protection class, and
each file protection class corresponds to a particular file
behavior and file access rights.

20. The mobile computing device of claim 19, wherein
each class encryption key of the plurality of class encryption
keys is encrypted based on a user key and a unique code that
is specific to the mobile computing device.
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